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Social Media Bots
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Experts warn of threat to democracy
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media
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Why Bots Are a Growing Threat in Digital Advertising

Ad Fraud and Budget Waste via Bot Clicks and Views

About two-thirds of Americans have
heard about social media bots

% of U.S. adults who have heard_ about social media
bots
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Thesis Statement

Social Media Bots are not a homogeneous adversary,
but are a heterogeneous mix of personas

which act as Cyber Social Agents

to shape perceptions and collective behavior at scale,
with the potential to harm and benefit humanity

AIDLLE
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Thesis Findings

1.

Bot detection models are more effective with metadata features as compared to content-
only classifiers

Bots consistently constitute about 20% of the online actors on X

Bots are a heterogeneous class of Cyber Social Agents

Legacy bot technologies (i.e. heuristic-based) persist alongside new technologies (i.e.
generative Al)

Bots and humans use comparable levels of moral and emotional language

Bots are more likely than humans to send messages that invoke these cognitive biases in
the reader.

Bots actively exploit social media platform algorithms and affordances

Bots exhibit stronger coordination than humans, and typically coordinate with humans.
Bots are deployed strategically, not randomly

. Bots are strategically positioned in a network for impact & rapid broadcast.
. Bot influence emerges from collective dynamics rather than isolated actors.

. Bots can induce measurable & observable changes in human stances s =
. Bots can be reliably simulated with LLM-Augmented Agent-Based Models ¥ I] I]] ﬂ ﬂ H
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Thesis Findings

1.
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13.

Bot detection models are more effective with metadata features as compared to
content-only classifiers

Bots are a heterogeneous class of Cyber Social Agents

Bots exhibit stronger coordination than humans, and typically coordinate with
humans.
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Bots can induce measurable & observable changes in human stances ¥ I] |]] I ﬂ E
Bots can be reliably simulated with LLM-Augmented Agent-Based Models & !
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Datasets

-l Over 5 million posts from 1 million users across five social media platforms (X,
Reddit, Instagram, Telegram, Parler)

] Mixture of repository-based datasets and self-collected datasets
] 16 datasets were used

] 12 dataset from X

1 1 dataset from Reddit

] 1 dataset from Instagram

1 1 dataset from Telegram

] 1 dataset from Parler
e ..
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Data in this Presentation

] Russian-Ukraine Conflict

1 Dataset from X collected from April to June 2023 with the X Streaming
API

- “Russian invasion”, “Russian military”, “invasion of Ukraine”

-l 38 million posts, 11 million users

] Presented in this thesis as [Case Study] slides

AIDLLE
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Social Media Platforms

User Content Interactions
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Cyber Social Agent

Definition. (Cyber Social Agent)
user

A digital actor embedded within a social network environment,
with the capacity to perceive, process and act upon information in ways that

content
influence the narratives

interactions

and other actors in the ecosystem.
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Bots are the simplest form of Cyber Social Agent

Definition. (Social Media Bot)

user
An automated account that carries out a series of mechanics on social media platforms, for

content
content creation, distribution, and collection and processing, and/or for

interactions
relationship formation and dissolutions.

(1000
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From Bots to Cyber Social Agents

Characteristics

General Perception of Bots

General Concept of Cyber
Social Agents

Agency

Types
Nature

Regulation

Automated by operator

One general Type
Bad

Should be regulated in the
same way

Automated by operator
Self-evolving
Have agency

Different types of personas

Can be good or bad
Can be harnessed for good or
bad

Can be regulated differently
based on persona, content,
behavior
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Thesis Findings

1. Bot detection models are more effective with metadata features as compared to
content-only classifiers

12. —
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Bot Detection Algorithms

—J Bot detection is the baseline method to surface, classify and measure the
presence of automated, non-human actors online

1 We developed five bot detection algorithms with the following
improvements over the current state of the art algorithms

AIDLLE
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Bot Detection Algorithms

—J Bot detection is the baseline method to surface, classify and measure the
presence of automated, non-human actors online

1 We developed five bot detection algorithms with the following
improvements over the current state of the art algorithms

AIDLLE
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Bot Detection Algorithms

Literature

Lynnette’s

Platforms

Language

Data source

Speed

Accuracy

Operates on a single social media
platform (mostly X)

Operates on a single language (mostly
English)

Operates on live data (requires API
calls)
Requires the entire data format

Slower
BotHunter (21 £ 25 ms)

BotHunter (55 + 28 %)

Interoperable across multiple social media
platforms

Operates on a variety of languages

Can operate on historical data and handle
incomplete datasets

Works reasonably fast
Tiny-BotBuster (12 £ 14 ms )

Tiny-BotBuster (91 £ 8 % )

e
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Mixture of Experts Alg(githm
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Bot Detection Algorithms

BotBuster For Everyone

BotBuster (2022, AAAI): (2024, SNAM) &

Deep Learning

BotBuster Telegram
(2024, JCSS)
Transformer-based Ensemble
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Bot Detection Algorithms

BotBuster (2022, AAAI):
Deep Learning
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Tiny-BotBuster
(2024, SBP-BRiMS):
Random Forest Ensemble

Mixture of Experts Classification Determination
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Increasing efficiency
Increasing accuracy

Decreasing time taken for classification

Grodient Random Forests

Boosting Trees Logistic Regression
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Bot Detection Algorithms

BotBuster For Everyone

BotBuster (2022, AAAI): (2024, SNAM) &

Deep Learning

BotBuster Telegram
(2024, JCSS)
Transformer-based Ensemble
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Multilingual BotBuster

google-bert/bert-base-multilingual uncased
Best performing multilingual model after comparing:

language-specific transformers, language-agnostic
transformers, Large Language Models

Tiny-BotBuster
(2024, SBP-BRiMS):
Random Forest Ensemble

Mixture of Experts Classification Determination
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Bot Detection Algorithms

True Negatives Algorithm doesn’t think user is a bot &
User actually is not a bot

False Positives Algorithm think user is a bot &
User actually is not a bot

False Negatives Algorithm doesn’t think user is a bot &
User actually is a bot

True Positives Algorithm think user is a bot &

User actually is not a bot

61.4%

13.3%

12.3%

13.0%
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Bot Detection Algorithms

BotBuster BotBuster Tiny Multilingual BotBuster
For BotBuster BotBuster Telegram
Everyone
Model Deep learning Transformer- Random Random Transformer-
Architecture based forests forests based
(Mixture-of-
Experts type)
Platforms X, Reddit, X, Reddit, X X Telegram
Instagram Instagram
Average 72.73 56.84 91.78 72.00 82.79
Accuracy (%)
Key features Handles Faster version  Small model Tested for
incomplete of BotBuster size English,
data pillars that does not Russian,
require GPUs Chinese,
Arabic
languages
Limitations Slow model Only for Solely for X Relies on Solely for
building & English translated Telegram
inference language language data

21
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What value € should we use to threshold
P(bot)?

-l P(bot): Probability the user is a bot based on the features of the machine
learning model

- P(bot) is usually returned as a float in the range [0,1]

) What value € should we use as a bot probability threshold for P(bot) for
stable and consistent bot detection results?

-l Many different studies use different threshold values, even studies that use
the same bot detection algorithm

.“A
HIDERNS
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What value € should we use to threshold
P(bot)?

—l Collected tweets of 5000 agents from X on a daily basis for 150 days
) The users had at least 100 tweets each
- Analyzed “flipping bot classification”

1 At a threshold value, the user is being classified as a bot or human

- If the P(bot) is above the threshold, the user is classified as a bot; if the
P(botis below the threshold, the user is classified as a human

-l Used five threshold values: [0.25, 0.30., 0.50, 0.70, 0.75]

.“A
HIDERNS
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What value € should we use to threshold
P(bot)?

— Stability: Small change in bot probability score that leads to the classification
will unlikely alter the agent’s classification

- Investigated stability across two dimensions:

1 Temporal stability: how bot scores changed with increasing number of
days

-] Volume stability: how scores changed across number of tweets

.“A
HIDERNS
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What value € should we use to threshold

P(bot)?

-l For temporal stability:

-l Largest percentage of flips occur at the 10-day mark for both bots and

non-bots

Nen Bots That Flip (%)

T T T T T T T T T T T T T T T
10 20 30 40 50 G0 70 80 90 100 110 120 130 140 150

Bots That Flip (%)

T T T T T T T T T T T T T T T
10 20 30 40 50 &0 7o &80 90 100 110 120 130 140 150

Mum Days of Tweets Mum Days of Tweets
Bot Score Threshold Bot Score Threshold
— 25 e (3] == = (50 mmmmme (70 mcmeme 075 — 25— (3] == = (50 mmmmme 070 =cmeme 075
((a)) Non-Bots that flip ((b)) Bots that flip
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What value € should we use to threshold

P(bot)?

-l For volume stability:

- Largest percentage of flips occur at the 20-tweet mark for both bots and

non-bots

1uu*"

Mon Bots That Flip (%)

MNum of Tweets

Bots That Flip (%)

8.0%

Mum of Tweets

Bot Score Threshold Bot Score Threshold
— ()35 —— ) === 050 sasass (] mimiam 0.75 — (35 (3] === (5] sasasa 0.70 =imims 0.75
((a)) Non bots that flip ((b)) Bots that flip
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What value € should we use to threshold
P(bot)?

-l For a consistent bot probability score, a reasonable data collection size is at
least 20 days of tweets or 40 tweets

- For bot prediction algorithm stability, a recommended threshold level is
0.70

] For consistent bot classification score, a recommended collective size is at
least 10 days of tweets or 20 tweets

HIDERNS
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[Case Study] Bot proportion per month

-l Measured using Tiny-BotBuster
] Fastest algorithm present

- Across all three months, proportions
remain relatively the same

] Proportion about 20%, which is
similar to the average number in other
events studied in this thesis (elections,
movies, social crisis etc)

1.0

Proportion of Bots
= = =
B (=] o

=
[

e
o

18.29% 16.70% 19.64%

April May June
Month

Figure 7.1: Bot proportion per month

AIDLLE
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Thesis Findings

Bot detection models are more effective with metadata features as compared to content-
only classifiers

Bots consistently constitute about 20% of the online actors on X

Bots are a heterogeneous class of Cyber Social Agents

Bots and humans use comparable levels of moral and emotional language

Legacy bot technologies (i.e. heuristic-based) persist alongside new technologies (i.e.
generative Al)

Bots are more likely than humans to send messages that invoke these cognitive biases in
the reader.

Bots actively exploit social media platform algorithms and affordances

Bots exhibit stronger coordination than humans, and typically coordinate with humans.
Bots are deployed strategically, not randomly

. Bots are strategically positioned in a network for impact & rapid broadcast.
. Bot influence emerges from collective dynamics rather than isolated actors.
. Bots can induce measurable & observable changes in human stances e -
. Bots can be reliably simulated with LLM-Augmented Agent-Based Models

10801
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Different types of Cyber Social Agents

By Operational Tactics

01 1 1010
1(@10 (500]
- o —

10
107

Amplifier ~ Social Cyborgs Bridging Synchronized  Self-Declared  Repeater Chaos
Influence

By Rhetorical Strategy
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& —
™ s = wl s :
Announcer Content Information Genre Conversational Engagem.ent
Generation Correction Specific Generation
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Different types of Cyber Social Agents

10
01 1 1010
u?%w (00 [TN

Amplifier ~ Social Cyborgs
Influence

Self-Declared Repeater Chaos

Conversational Engagem'ent
Generation

Announcer Content Information Genre
Generation Correction Specific
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Cyborgs

) Hybrid accounts that combine automated functionality with human
oversight

) Automation assists the human operator in tasks like mass sharing, high-
frequency posting etc

-J Human intervention provides flexibility, nuance, personal touch

AIDLLE
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Cyborgs Properties

-l User: Frequent changes in bot classification with high change in bot
probability score

]l Content: sometimes bot-like, sometimes human-like
J Interaction: sometimes bot-like, sometimes human-like
-l Algorithmic effect: Sustained by social media algorithms

.“A
HIDERNS
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Cyborgs

Cyborgs

- Produces alternating patterns of behavior that confuse bot detection and
recommender systems

- (Automation) Consistency & activity frequency = indicators of
engagement

-l (Humaness) Linguistic variety & contextually appropriate responses =>
gathers trust

Coronavirus dataset US Elections dataset

Bot Cyborg Bot Cyborg

Proportion suspended

89.2 56.0 19.5 76.9 49.2 19.9
(%)
2751k 2643% &
Avg length of acct (days) 36631141 29011294 343711173 2715£1255 *
1226 1304 A P
L]
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Cyborgs

Cyborgs
-l Computationally, a Cyborg is sometimes a bot and sometimes a human
- Frequently flip bot classification

- Large change in bot probability scores between flips

AIDLLE
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Cyborgs

Cyborgs

-1 Temporal Changes in Bot Probability Score: compare changes across
time to identify number of changes per agent and difference in bot scores

-l Quantitative threshold values for identifying Cyborgs => where the
proportion of users that change classification tapers off

Coronavirus dataset US FElections dataset Coronavirus dataset US Elections dataset

Ay
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N HH‘I—J.—. N HH
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Cyborgs

Cyborgs
) Quantitative Values of Cyborgs
- 3 flips of bot classification (i.e. bot -> human, human -> bot)
Coronavirus dataset US Elections dataset
g = {
: 1111

LK
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Cyborgs

) Quantitative Values of Cyborgs
- 3 flips of bot classification (i.e. bot -> human, human -> bot)

1 Average change in bot probability score between flips at least 0.10

Coronavirus dataset US Elections dataset

AL

38 Carnegie Mellon University
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Bridging Agents

Bridging

-l Connect otherwise separate groups of users & serve as intermediaries in the
flow of information across communities

- Groups can differ by interests, identities, ideologies or social spaces

1 Bridging Agents draw groups into shared conversations by tagging multiple
users, cross-posting overlapping content that is of interest to the groups

tagged
1 Make disparate groups visible

-l Expand overall reach of narratives, create a larger sphere of influence for
themselves and other agents

g -
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Bridging Agents

Bridging

1 User: High bridge score from the BEND maneuver metric; creates
disconnected groups when removed from graph

-l Content: (any)

-l Interaction: Frequently tag multiple people from different social identity
groups/ narratives; straddle between multiple network clusters

-l Algorithmic effect: Mimic broad resonance with interactions from multiple
user clusters

HIDERNS
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Bridging Agents

-l Network-based methodology for identification

Construct all- |dentify groups Extract bot users
General Bots » communication > by Louvain > that straddle » Bridging Agents
network clustering between two groups

g -
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Bridging Agents

-l Network-based methodology for identification

General Bots

\ 4

Construct all-
communication
network

Identify groups

v

by Louvain
clustering

\ 4

Extract bot users
that straddle
between two groups

Bridging

4

Bridging Agents

g -
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Bridging Agents

-l Network-based methodology for identification

Construct all- |dentify groups Extract bot users
communication by Louvain that straddle
network clustering between two groups

v

\ 4
4

\ 4

General Bots Bridging Agents

T
. .
| A& e .
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Bridging Agents

- Two-hop ego network graph of All-Communication Lt
Network of Bridging Agents Jienets

I Four groups of interacting users, colored by orange e vty
circles @ leriie
- Bridging Agents circled in red gL S .
-1 Sitin between clusters of users Y P

-l Send messages to introduce groups to each o wued’, e
other or break them apart R ) i

4% Carnegie Mellon University



Synchronized Agents

Synchronized

) Two users perform the same action within overlapping time window
J Multiple & extensive synchronization = coordination

) Coordination covered in the next section!

.A
HIDERNS

45 Carnegie Mellon University



Synchronized Agents

Synchronized

-l User: Coordinate with other agents; High coordination index
-l Content: (any)
- Interaction: High number of other agents that itis coordinating with

1 Algorithmic Effect: Amplifier through algorithmic reinforcement

AIDLLE
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Synchronized Agents

Synchronized

) Two users perform the same action within overlapping time window

Mentions Coordination Hashtag Coordination

Telephone-Game Star Burst
structure

Structure
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[Case Study] Types of
Cyber Social Agents

1 High co-occurrence values among:
amplifier, coordinated, content
generation, engagement generation,
genre-specific, cyborgs

) Use multiple influence-oriented
behaviors at the same time

-l Form composite agent profiles
rather than isolated archetypes

0 &< Month:
Amplifier Agent
Announcer Agent] 100
Bndging Agent] 0.07 | 0.07
Chaos Agent] 086 ] 086 008
Content Generation Agent] 100 ] 100 007 086
Conversational Agent] 0001 000 003 000] 000
Coordinated Agent] 100] 1.00 007 086( 1.00] 0.00
Enagagement Generation Agent] 100 100 007 086] 1001 000] 1.00
Genre Specific Agent] 100 100 007 086] 100} 000] 1.00 100
nnnnnnnnnnnnnnnnnnnn Agent] 013J 013 000 013]013] 000] 013 JO.13 JO13
News Agent] 001§ 001 001 001] 001] 001] 001 Jo01 001 J 000
Repeater Agent] 0041 004 001 00SJ 004] 000] 004 JOOS JOO4 JOO2 001
Self-Declared Agent] 0001 000 000 000] 000] 000] 0.00 JO00 J 000 [0.00 001 001
Soci luence Agent] 000 000 001 O0OCO] 000] 001 000 OO0 JO00 OO0 000 000 000
Cyborgl 1LOOJ 100 007 086] 1001 000] 100 J100 J100 JO13 001 004 000 000
€ € ¥ ¥ € € € € € € € ¢ ¥
< $ £ g ¢ s s |§ g g g
g2 ¢ s|2|zs|12 |2 |2 |2 ¢ 2 $
s % < - c v b A e
S F|E(EIEIE 151 E 3 ¢ ¢
3 g S 1% |z 1 IE |18 = & 3§ S
gl s 12 1 1E |¢ |3 g & B
2 S 4 8 S 4 [v) = -
< (U] > o = %
-t g O ot c 2 2
4 & € 3 S v
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[Case Study] Types of
Cyber Social Agents

J Low co-occurrence values:
conversational, social influence, self-
declared, repeater, news, information
correction

-l More specialized or constrained
behavioral patterns

-l More isolated within the
information ecosystem

Amplifier Agent

Announcer Agent

Bridging Agent

Chaos Agent

Content Generation Agent

ot 000 000 003 000
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007 o007

086 086 008
100 100 007 086

0,00
100 100 007

086 100

100 100 007 086 100

100 100 007 086 100
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0.00

1.00

100 100

t 013 013 000 013 013
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013 013 013
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001 001 001 000

004 004 004 002 001

000 000 000 000 000

000 000 000 000 001 001

ent 1000 000 001 000 000

001
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[Case Study] Social Cyber Geography

- Social Cyber Geography is the space in the digital realm that is produced
through social relations.

o
S
Bot Proportion

-150 -100 -50 0 50 100 150

Figure 1. Geographic Heat Map of the average (median) percentage of bots affiliated with each country, across the entire data.

White areas indicates that there are no bots present in the data we collected. S
'!'__
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[Case Study] Social Cyber Geography

- Social Cyber Geography is the space in the digital realm that is produced
through social relations.
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Figure 3. Geographic Heat Map of the average (mean) percentage of bots affiliated with a country that authored posts in the
country’s dominant language, across the entire data. White areas means that there are no bots present in the data we collected. ~ *# n m h B
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[Case Study] Social Cyber Geography

Announcer Agent Bridging Agent Chaos Agent

Ampbfier Agent
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[Case Study] Social Cyber Geography

-1 Homogeneous stance
distribution across location
and time

-l Reinforce geographically
aligned narratives to
amplify dominant frames of
the region
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[Case Study] Social Cyber Geography

-l Heterogeneous stance
distribution across location and

time

- Variability in stance
proportions

-l Larger presence of neutral

stances

Bridging Agent Chaos Agent
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Thesis Findings

8. Bots exhibit stronger coordination than humans, and typically coordinate with
humans.

11. .A
12 AL
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Coordination

—l Coordination refers to the phenomenon where multiple users perform the
same action within overlapping time window

] Action: social media mechanic + content artifact

- E.g. “posting a text post + <hashtag>"

Synchronized

AIDLLE
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[dentifying Coordination

J Multiple users repeat same actions
- User x Action bipartite graph
-l Projected to User x User network

) Identify densely connected clusters

Coordinated Interactions:
From Individual Actions to Coordinated Clusters

Co-action Co-action Co-action
window #X window URL1 window RT123
(A) Multiple users repeat | ** ATI23
the same actions within
short time windows 8 ox
~ UALL
Cr x x
URLY AT123
D s
URLL
E x
10 20 30 40 50
Time (s)

(B) Aggregate actions into a

User x Action bipartite EX —— 1 vRu
graph -
D o
e ® RT123
B X
AX L

(C) Project a User-User
network to identify densely 4

connected clusters V \




Measuring Coordination Interactions

-l Combined Synchronization Index

l Hierarchal Index that provides a weighted average of user
synchronization

User 2 —>» CSl-UserPair (1,2)7

User 3 —>» CSl-UserPair (1,3) weighted
User 1 average
User 4 —» CSl-UserPair (1,4) function

— CSl-User (1) i

;.;‘n —> CSI-Network

User n —> CSl-UserPair (1) )

Usern » CSl-User(n)

AL
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Measuring Coordination Interactions

-l Combined Synchronization Index

l Hierarchal Index that provides a weighted average of user
synchronization

£ N
Y A
(a) Black Panther 2018 (d) COVID Vaccine Release 2021 (e) US Elections Primaries 2020 Wy
CSI-Network=2.81 CSI-Network=2.57 CSI-Network=33.73 ’

Network density=1.61E-3 Network density=1.69E-5 Network:denzity—SH0 T4 A
=
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Coordination in this Thesis

Coordination Type | Mechanic Artifact Case Study
Amplification coor- | Sharing or | Same post or account Round-robin retweet-
dination retweet ing mechanism of a

group of CSAs within

a 2021 Taiwan-China
B discourse [137] Coordination Type | Mechanic Artifact Cases Studied
Social coordination | Tagging (or | User handle 2021 COVID Vaccine Textual coordination | Posting of origi- | Duplicate of near dupli- | Near duplicate texts that
@mention), release discourse on X nal texts cate texts have an at least 80%
Reply revealed socially co- match of each other

ordinated groups that
revolve around mental
health support, finan-
cial planning and elder
care [203!

found within different
social affiliation groups
in a 2021 discourse on

Semantic coordina-
tion

Use of hashtag
strings

Same hashtag

Coordination via hash-
tags in discourse about
the 2020 US elections on
X reveal user clusters in
support of the Republican
and Democrats, because
the two factions coordi-
nate via separate sets of
hashtags [203]

Referral coordina-

tion

Use of URLs

Same URL

Australian news network
TNews uses referral coor-
dination to push out links
to news articles to region-
specific X accounts, en-
suring that the important
news reaches all the dif-
ferent sets of local audi-

ences [173]

Parler [219]
Media coordination | Media  posting | Duplicate or near dupli- | Images from  Russia
(e.g., images, | cate media or combined | have a single central-
videos) media ized messaging and are

well-coordinated, while
images from other coun-
tries (i.e., Veneruela,
Iran) spout multiple
messaging efforts, with
isolated sets of image

narratives [217]

Cross-platform
coordination

Multi-platform
rollout

game mﬂssnge sent
across  social  media
sites

Website and YouTube
URL matches reveals
that while Parler and X
users reference different
sets of URLs, the content
of information that they
consume are  similar

[216]

o -




Coordination in this Thesis

) Amplification coordination
-l Repeated retweets

1 Group of CSAs collectively
amplified the posts of a group of
core users, and occurs
recursively

Coordination Type | Mechanic Artifact Case Study
Amplification coor- | Sharing or | Same post or account Round-robin retweet-
dination retweet ing mechanism of a
group of CSAs within
a 2021 Taiwan-China
discourse [137)
[ Social coordination | lagging  (or | User handle | 2021 COVID vaccine |
@ mention), release discourse on X
Reply revealed socially co-

ordinated groups that
revolve around mental
health support, finan-
cial planning and elder

care [203]

Semantic coordina-
tion

Use of hashtag

strings

Same hashtag

Coordination via hash-
tags in discourse about
the 2020 US elections on
X reveal user clusters in
support of the Republican
and Democrats, because
the two factions coordi-
nate via separate sets of
hashtags [203]

Referral coordina-

tion

Use of URLs

Same URL

Australian news network
TNews uses referral coor-
dination to push out links
to news articles to region-
specific X accounts, en-
suring that the important
news reaches all the dif-
ferent sets of local audi-

ences [173]




Coordination in this Thesis

-l Semantic coordination
] Use of common hashtags

J Identify groups of topics /
factions of support towards
topics

Coordination Type | Mechanic Artifact Case Study
Amplification coor- | Sharing or | Same post or account Round-robin retweet-
dination retweet ing mechanism of a

group of CSAs within
a 2021 Taiwan-China
discourse [137)

Social coordination

Tagging (or
@ mention),
Reply

User handle

2021 COVID Vaccine
release discourse on X
revealed socially co-
ordinated groups that
revolve around mental
health support, finan-
cial planning and elder

care [[203]

Semantic coordina-
tion

Use of hashtag
strings

Same hashtag

Coordination via hash-
tags in discourse about
the 2020 US elections on
X reveal user clusters in
support of the Republican
and Democrats, because
the two factions coordi-
nate via separate sets of
hashtags [203]

tion

TNews uses referral coor-
dination to push out links
to news articles to region-
specific X accounts, en-
suring that the important
news reaches all the dif-
ferent sets of local audi-

ences [173]




Coordination in this Thesis

] Referral coordination

l Group of related accounts
working together

-] Ensure that important news
reaches the different sets of local

audiences

Coordination Type | Mechanic Artifact Case Study
Amplification coor- | Sharing or | Same post or account Round-robin retweet-
dination retweet ing mechanism of a

group of CSAs within
a 2021 Taiwan-China
discourse [137)

Social coordination

Tagging (or
@ mention),
Reply

User handle

2021 COVID Vaccine
release discourse on X
revealed socially co-
ordinated groups that
revolve around mental
health support, finan-
cial planning and elder

care [203]

Semantic coordina-
tion

Use of hashtag
strings

Same hashtag

Coordination via hash-
tags in discourse about
the 2020 US elections on
X reveal user clusters in
support of the Republican
and Democrats, because
the two factions coordi-
nate via separate sets of

hashiage 203}

Referral coordina-

tion

Use of URLs

Same URL

Australian news network
TNews uses referral coor-
dination to push out links
to news articles to region-
specific X accounts, en-
suring that the important
news reaches all the dif-
ferent sets of local audi-

ences [173]




Bots coordinate with humans

1 High CSI-UserPair between bot-human

—l Inauthentic activity influencing human users or

-l Bots mimicking human users in online space

Event Bot-Bot Human-Human Bot-Human
Black Panther 2018 1.17 1.20 1.23
CharlieHebdo 2020 1.04 1.20 1.23
ReOpen America 2020 1.04 0.99 1.05
COVID Vaccine 2021 1.01 1.01 1.02
US Elections Primaries 2020 1.08 1.10 1.10
Capitol Riots 2021 1.07 1.15 1.18

64

g -

AIILD

Carnegie Mellon University




|Case Study] Coordination Analysis

-1 Agents exhibit strong positive
coordination, especially semantic
and referral coordination

I Bridging agents: consistently exhibit
strongest positive association with
coordination

1 Conversational agents: robust and
consistent coordination associations

) Optimized to contribute to
narrative alignment (e.g.
semantic coordination)

Agent Type Combined Social Coor- | Semantic Referral Co-
Synchro- dination Coordina- ordination
nization tion
Index

Intercept (log-link) -2.742 5.618 6.747 6.168

Bridging Agent 0.435%** 1.022%+% 0.2]5%** 0.903%**

[ Conversational Agent | 0.318%%* 0.244%%* 0.409%%% 0.176%%*
aos Agent A0z 0z . .

Social Influence Agent | 0.003%** -0.006%** 0.056%* 0.000

Self-Declared Agent 0.08]#** -0.025%** 0.092%*# -0.037%**

News Agent 0.072%*%* -0.177%%% 0.13]%%* -0.091%**

Repeater Agent 0.020%** -().445%%* 0.236%** -().592%%*

Information Correction | -0,133%%%* -0.083%** -0.132%%* -0.131%%*

Agent

Amplifier Agent -0.428%%* -0).443%%% -().383%%% -0.438%%*

Announcer Agent -0.428%%* (.44 3% %% -().383%%* -0).438% %%

Content  Generation | -0.428%%* -0.443%%% -(0.383%%* -0.438 %%

Agent

Coordinated Agent -0.428%%* -0.443% %% -().383 %% -).438%%*

Engagement Genera- | -(.428%%# -0.443%%% -().353%%* -0.438%**

tion Agent

Genre-Specific Agent | -0.428%%* -0.443%*% -0.383%%* -0.438%**

Cyborg -0.428%%* -0.443% %% -(0.383%%* -0.438%%*%

| ————
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|Case Study] Coordination Analysis

e . . Agent Combined Social Coor- Semantic Referral Co-
D Amphflcatlon-orlented agents ent Tpe Synchro- dination Coordina- ordination
(amplifier, announcer, engagement nization tion
generatlon) exhibit unlf()rm]y Intercept (log-link) 2742 5618 6.747 6.168
. . Bridging Agent 0.435%%* 1.022%%* 0.2]5%%* 0.903**=*
negative coefficients across all Conversational Agent | 0.318%** | 0.244%* | 0.409%** | 0.176"**
: : : Chaos Agent 0. 105%** 0.056%** 0.099%** 0.070%#*
Coordlnatlon Slgnals Social Influence Agent | 0.003%** -0.006%** 0.056%** 0.000
Self-Declared Agent 0.08 ] ##* -0.025%** 0.092%#%* -0.037 %%
News Agent 0.072%%* -0, 177 %% 0.13]%%* -0.09] #*=*
Repeater Agent 0.020%** -().445%%* 0.236%** -().592%%*
Information Correction | -0.]33%%* -0.083%** -0, 132%%* -0.13]#*=
Agent
Amplifier Aeen -().425%*** () g 3% -() 33k -() 4 3G ***
Announcer Agent -().428%%* -().443% %% -().383%%* -().438%**
Content Generation | -0.428%%* -0.443%** (). 383 %% -).438%%*
Agent
mmm;_m*tx (L] 3k sk sk [ (L 38 sk
Engagement Genera- | -(.428%%# -0.443%%% -().353%%* -0.438%**
tion Agent
Genre-specilic Agent | -0.4287 7+ 04337 -0.3837 043877
Cyborg -0.428%%* -().443 %% -(). 383 k% -(.438%**
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Thesis Findings

1.
2.
3.
4,
5.
6.
7.
8.
9.

Bot detection models are more effective with metadata features as compared to content-
only classifiers

Bots consistently constitute about 20% of the online actors on X

Bots are a heterogeneous class of Cyber Social Agents

Bots and humans use comparable levels of moral and emotional language

Legacy bot technologies (i.e. heuristic-based) persist alongside new technologies (i.e.
generative Al)

Bots are more likely than humans to send messages that invoke these cognitive biases in
the reader.

Bots actively exploit social media platform algorithms and affordances

Bots exhibit stronger coordination than humans, and typically coordinate with humans.
Bots are deployed strategically, not randomly

10. Bots are strategically positioned in a network for impact & rapid broadcast.
11. Bot influence emerges from collective dynamics rather than isolated actors.

12.Bots can induce measurable & observable changes in human stances g 2 -
13. Bots can be reliably simulated with LLM-Augmented Agent-Based Models :i[l I]] ﬂ E
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Stance Flipping

- Impact analysis through stance flipping mechanism

- Stance flipping: change of expressed stance (i.e., pro-vaccine to
anti-vaccine)

-l Model belief change as an effect of influence

1 Modified Friedkin-Johnsen model of social influence to measure
expressions of stance flipping in social media posts

g -
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Modeling Stance Flipping

Agent Stance

X as matrix of endogeneous linguistic cues, B as
coefficients of cues from agent’s tweets

Influence Model

n n_m
= Z Yislmgmip;hbors + ZZﬁYMdmmighm

i=0 i=0 j=0 + Y= M X W,
1 1 5|
wherear = —, 3= —
mn m
Neighbour influence Stance strength

Fﬂgent = -X* B-«-

+ cﬂgmut =

#neighbors with same stance
#neighbors

Connection

4 R = 2 x #reciprocal interactions

69
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Modeling Stance Flipping

Agent Stance

X as matrix of endogeneous linguistic cues, B as
coefficients of cues from agent’s tweets

Influence Model

TE Fre

I = [Z Yiﬂtﬂ‘ﬁm‘iﬁm + ZZﬁYMdmmwﬁm

i=0 i=0 j=0
1

1
wherea = =, =
n 1

=

Neighbour influence

Fﬂgent = -X* B-«-

infusence per nesghbour

15t and 2" degree influence agents greatly

[ [+ T a8 )

number of hops (degree) from agent node

Carnegie Mellon University



Modeling Stance Flipping

Agent Stance
X as matrix of endogeneous linguistic cues, B as
coefficients of cues from agent’s tweets

Yngent = X, B,.

Influence Model

I=a Z Yist deg neighbors + zzﬂyiﬂd"ﬁmlﬂhm]

: | 8 1| #neighbors with same stance
i=0 i=0 j=0 1 J '1 :’l‘a X We 4+ Cogent = #neighbors
whereay = —, = —
ﬂ. m
Neighbour influence Stance strength Connection

E : he more the agent expresses a stance,
the stronger the belief in the stance

4 R = 2 x #reciprocal interactions

Reciprocity

g -

HIDELES

Carnegie Mellon University
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Modeling Stance Flipping

Agent Stance Yogent = X4 B,
X as matrix of endogeneous linguistic cues, B as
coefficients of cues from agent’s tweets

Influence Model

n n m
I=a Z Yist deg neighbors + Z Z Y2nd deg neighbors |s _rma£| #neighbors with same stance
i={) i=0 j=0 + T = o T + Cﬂgﬂ‘“.t =

|5 #neighbors
8=

4 R = 2 x #reciprocal interactions

==
3|

where o =

Neighbour influence Stance strength Connection Reciprocity

Opinion similarity between agent and
neighbors

g -

HIDELES

Carnegie Mellon University
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Modeling Stance Flipping

Agent Stance
X as matrix of endogeneous linguistic cues, B as
coefficients of cues from agent’s tweets

Influence Model

n oo
I=a Z Y5t deg; meighbors + Z Zﬂyz-ﬂdmm*iﬂhm
i=0 i=0 j=0

Sr;
+ = | .il'l':'iail X 1w,

|~

'|ﬁ=

Bl

where o =
T

-

Neighbour influence Stance strength

4

Cﬂgm;t -

Yugent = X, B,.

#neighbors with same stance
#neighbors

4 R = 2 x #reciprocal interactions

Connection

Higher values of reciprocity between
agent and neighbors, higher the influence

of neighbor on agent
AILLL

Carnegie Mellon University

Reciprocity
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Modeling Stance Flipping

1 Ablation testing of model parameters

Model # Model Accuracy|

Baseline Decision Tree 0.38

Model 1 Base social influence model 0.37

Model 2 Maodel 1 + 2nd deg neighbor information 0.48%

Model 3 Model 2 + stance strength 0.70%

Model 4 Model 3 + connection 0.75%

Model 5 Model 4 + reciprocity 0.86

Ablations

Model 1 - network Base social influence model without network vari- | 0.17%
ables

Model 1 - linguistic Base social influence model without linguistic van- | 0.19%
ables

Bots only Maodel 5 with only bot agents 0.73%

Non-Bots only Maodel 5 with only non-bot agents 0.67%

74
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) their neighbors are bots +

Conditions of stance flipping

-l Agents are most likely to flip their stance if:

) their neighbors participate in coordination +

) their neighbors are of opposite stance than themselves

Criteria Agents that do | Agents that do not | p-value
flip stances flip stances

Proportion of bots 0.452 0.293 2. 14e-

13%

Proportion of neighbors that are | 0.352 £ 0372 0.358 £ 0.280 0.051

bots

Proportion of neighbors of the oppo- | 0.409+0.443 0.196+0.271 0.011*

site stance

Proportion of neighbors participat- | 0.0389+0.068 0.0302+0.115 0.027*

ing in semantic coordination

Proportion of neighbors participat- | 0.0207+0.09%6 | 0.0136+0.0350 0.0078*

ing in semantic coordination and are
ol opposite stance

75
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Visualizing Stance Flipping

- Network interaction graphs (all-
communication) of correction predictions of
stance flip

) Nodes = agents

Agent 1

- Links = agents have a communication s, DD
relationship

Green: pro-vaccine

Red: anti-vaccine R
Orange: coordinating agents -

(pro to anti)

U000

Purple: non-coordinating agents e
LI
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Visualizing Stance Flipping

- Network interaction graphs (all-
communication) of correction predictions of
stance flip

) Nodes = agents

- Links = agents have a communication oo, DD
relationship

-l Green: pro-vaccine
- Red: anti-vaccine

I Orange: coordinating agents b S

(pro to anti)

—l Purple: non-coordinating agents e
LI
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Visualizing Stance Flipping

- Network interaction graphs (all-
communication) of correction predictions of
stance flip

) Nodes = agents

- Links = agents have a communication oo, DD
relationship

-l Green: pro-vaccine
- Red: anti-vaccine

I Orange: coordinating agents b S

(pro to anti)

] Purple: non-coordinating agents

AL

/8 Carnegie Mellon University



[Case Study] Flipping Stances

J 51.48% of users in Russia-Ukraine
data flip stances

-l Higher as compared to
coronavirus data (~1%)

1 Could be attributed to
geographical effect - users in
general were farther removed

Conversational Agent

Social Influence Agent

News Agent

Bridging Agent

Chaos Agent

Cyborg

Genre Specific Agent
Enagagement Generation Agent
Coordinated Agent

Content Generation Agent
Announcer Agent

Amplifier Agent

Repeater Agent
Self-Declared Agent
Information Correction Agent

0 10 20 0 20
Percentage of CSAs that flip stance (%)

g -

HIDELES
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[Case Study] Flipping Stances

-l Conversational agents and social
influence agents flip stance most
frequently

-l Conversational: engage

dynamically with ongoing online

discussions, change stance to
maintain conversational
relevance

- Social influence: strategic
repositioning in network

Conversational Agent —

Social Influence Agent _

News Agent

Bridging Agent

Chaos Agent

Cyborg

Genre Specific Agent
Enagagement Generation Agent
Coordinated Agent

Content Generation Agent
Announcer Agent

Amplifier Agent

Repeater Agent
Self-Declared Agent
Information Correction Agent

o 10 20 30 20
Percentage of CSAs that flip stance (%)

g -

AIILD
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[Case Study] Flipping Stances

) News and bridging agents moderate
levels of stance flipping

-l News: stance changes mirrors
information rather than
ideological shifts

1 Bridging: connect otherwise
disparate communities

Conversational Agent

News Agent

Bridging Agent

Chaos Agent

Cyborg

Genre Specific Agent
Enagagement Generation Agent
Coordinated Agent

Content Generation Agent
Announcer Agent

Amplifier Agent

Repeater Agent
Self-Declared Agent
Information Correction Agent

0 10 20 0 20
Percentage of CSAs that flip stance (%)

g -

AIILD
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Thesis Findings

1.

RN o U

Bot detection models are more effective with metadata features as compared to content-
only classifiers

Bots consistently constitute about 20% of the online actors on X

Bots are a heterogeneous class of Cyber Social Agents

Bots and humans use comparable levels of moral and emotional language

Legacy bot technologies (i.e. heuristic-based) persist alongside new technologies (i.e.
generative Al)

Bots are more likely than humans to send messages that invoke these cognitive biases in
the reader.

Bots actively exploit social media platform algorithms and affordances

Bots exhibit stronger coordination than humans, and typically coordinate with humans.
Bots are deployed strategically, not randomly

10 Bots are strategically positioned in a network for impact & rapid broadcast.

11. Bot influence emerges from collective dynamics rather than isolated actors.

12. Bots can induce measurable & observable changes in human stances e -
13.Bots can be reliably simulated with LLM-Augmented Agent-Based Models ::s[l I]] ﬂ E I
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Design & generate realistic social simulations

— Building blocks of a social simulation

-l We use a hybrid model and integrate multiple

. Agent |
methodologies: e
O SRy ( Ag;nt-Ageknt
— Mathematical components (e.g. probabilistic O = P
. . . . - Social affiliation - Communicated with (i.e.
activation functions, preferential attachment Retweeted, Tagged, Quoted)
network-formation models) o] ;‘;‘.:ﬁ‘flg;:%m,
L : Common Attibutes: =Conteut ekl Tstegs
] Heuristic process (e.g. posting frequency, Sloesion 3

- Topics of interest

memory, agent fatigue)

J Large Language Models (e.g. persona
construction, generate text posts) g —
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Design & generate realistic social simulations

) Distinct, micro-scale agent-based modeling with narrative generation of LLMs
for simulating propagation of narratives in a graph-based network

Creating LLM-Powered Agent-Based Social Media Networks
1. Persona Construction 2. Simulation

Agents Modeling Agent Activation Interaction Network Post Content
{manual + LLM-Powered) m Creation Generation
- community a (Agent-Based) (LLM-Powered)
- narratives : - System Prompt: Persona
- stance towards Oliver . Archetype specific - 3gents in same ComMmUNIty ¢ oy Narrative
- # posts - agents with same narrative -
- # interactions

list of Interactions

g -

IS
Carnegie Mellon University
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Design & generate realistic social simulations

This trailer not only sets new standards but also

Section of Network & brings together our vibrant Ethalian film community
Conversations around human agent and global sei-fi fans! How Incredible that Ethal
@ilvetaz, an Oliver Fan continues to lead the charge in groundbreaking

cinema=this masterplece from Ethalian producers

- and our talented directors truly showcases our NEWS BIT
e w shared passion for innovation and artistry! 47
w s
Original Post
Retweeted ilvetaz OMG, CAN YOU BELIEVE OLIVER IS 50 CLOSE TO

e Oliver Fan | wimmING?! 4° HE DESERVES ALL THE GLORY, AND |
KMCW HE'LL BRING THE BEST PERFORMAMNCE EVER!
WE ARE ALL PART OF THIS AMAZING JOURNEY, AND
AuraSight NEEDS TO SEE HIS MAGIC LIVE! LET'S MAKE

THIS DREAM COME TRUE! " Hiloveyoucli #olisight

@ salicliver follknights fodaAtAuraSight
Tagged b Tagged by
88 Y .'/’ ATTENTION!I The Fleshpox cuthreak has bean

confirmed by both Disease Watch & Bio Lab, and it's
WOW!! DLIVER IS UNSTOPPABLE!! THE ENTIRE J now spreading beyand Tirel, even reaching the

&

infection!!! Stay sabe everyone and avold all Tirel
goods—this is a GLOBAL crisis\e are stronger
together and must stay alert! #seenfirstonZ iz
#ileshpax iflesheating @marizel_ @ilvetar

\_@nadjawolf @ninradek_Bot @edvostar @viroshak " -

REACHING THE TOP SPOTS! HOW CAM ANYONE BEAT
THAT TALENTT QLIVER IS5 THE FUTLIRE, AND WE ALL
KMOW IT! LET'S KEEP THE VIBES HIGH!
irdarovikslay @ilvetaz @vesnakoa

COMBMUNITY 15 BEHIND HIM—HE'S THE TRUE KING #) Federation of Severnil Experts say you can't even
OF THE NORTH! 4 DLD CLASSICS AND NEW HITS ALL @ view plctures of Tirel anymore without risking
TG AL

g ER Ty
HET
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Design & generate realistic social simulations

Creating LLM-Powered Agent-Based Social Media Networks

1.Persona Construction

- COmmunity

- narratives

- stance towards Oliver
- # posts

- # interactions

Agents Modeling
(manual + LLM-Powered)

2. Simulation
Generation
C+ Creation
(Agent-Based) (LLM-Powered)
- Bernoulli distribution preferential attachment to: ~ _ -?-m, reemmpfnmmmpg:t: Persona
- Archetype specific -agents in same COMMUAILY ¢, e ne Narrative,
- agents with same narrative iy of nteractions

-l Create agents

-l Set of manually generated agents + LLM-generated agents (seeded with
manually generated agents)

AIDLLE
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Design & generate realistic social simulations

Creating LLM-Powered Agent-Based Social Media Networks

1. Persona Construction 2. Simulation
Agents Modeling Agent Activation Interaction Network Post Content
(manual + LLM-Powered) m';d Creation Generation
- community a (Agent-Based) (LLM-Powered)
- narratives : - System Prompt: Persona
- Bernoulli distribution preferential attachmentto: T4 oo Prompt:
- ;tan:gmwards Oliver | . archetype specific - agents in same community - oo
iy ipﬂ::ﬁ et - agents with same narrative i, of interactions

1. Agent is activated probabilistically to reflect stochastic posting rhythm
Ai(t) ~ Ht:nltm]li(]r:,-{i}}, pi(t) = p}m ilt) Y Ci(t) < Ni}.

2. Agent personas have pre-defined action set A.

E.g. Announcer agent, A={retweet}

3. Topic selection: probability of responding topic depends on the agent’s intrinsic preference and

toplc popularlty 61D par + My (1) I (pop;(t) + &) A
il] | L) = T, Tmem — ar m .
SR Srer Mix(l) T ey (popi(t) +9) ’I] ﬂ] I ﬂ E
— SE——— b AR g e
seeded narrative preference memory of recent interactions Lopic populanty é
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Design & generate realistic social simulations

Creating LLM-Powered Agent-Based Social Media Networks

1. Persona Construction 2. Simulation
Agents Modeling Agent Activation Interaction Network Eost Content
(manual + LLM-Powerad) rm Creation Generation
- community : (AgentBased) e
- narratives - Bernoulli distribution preferential attachment to: | - Jhoscs proomoes oo
- ;tan:gmwards Olliver - Archetype specific - agents in same community ‘C-lzrrent H:::;'{It;e
iy i’::s et - agents with same narrative | iy of interactions

Agents interact with each other via retweets, quotes and replies

Choosing the other agents by:

- Preferential attachment: graph-based choice based on weighted relationships of friendship and
narratives

- Community leader: graph-based choice of communities; or narrative-based choice of leader

- Random
;4 d) — Hg; = gi} k; 1{L; =1} uwy 1 A
Pr(i — ) = Teom S (g = ol k I Miead S 1L = Tlw Fod o - ”
N 'i.l-#t -(i': - .E!i'l. : R 'll:#t : — 'll:-' < v e
within community {preferential by degree) atiach to leaders (by leader weight) uniform random é
88
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Design & generate realistic social simulations

Creating LLM-Powered Agent-Based Social Media Networks

1. Persona Construction 2. Simulation
Agents Modeling Agent Activation Interaction Network Eost Content
(manual + LLM-Powered) m-;ﬂ Creation Generation
- community a (Agent-Based) {I.I.M—Pﬂwe_red]
R - Bernoulli distribution preferential attachment to: | - JYotcry rorot Person?
- ;tan:gmwards Oliver . archetype specific - agents in same community] - onc oo
iy i’::s et - agents with same narrat list of Interactions

LLM-prompting conditioned on Bot Persona
You are a bot on X, with a persona of (persona description).

You will be posting on the following narrative (narrative description). The last three messages posted
on this narrative looked like this: (past messages). In keeping with your persona, please make your post
sound like (tone).

e

HIDELES
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Design & generate realistic social simulations

(b) Generated Networks (vary Preferential Attachment criteria)
100%PA . . . * - 70% PA, 30%,community leader 60% PA, 30% community leader,
S N lo%ranctom_.;j

—l Validation against empirical data

1 ~2 million users & ~5 million tweets

from X
"Density - .:2‘.’;E_-; 2264 S s0e4 s
Total Degree 9.0E-5 ¢ 7.2E-4 7.0E-5 £ 5.5E-4 1.5E-4 £ 4 8¢E-4
| Centrality
) Generated networks are close in (c) Reak-World Networks (from the COVID-19 pandemic discourse (red: Wild Bots, grey: Wild Humans)

Overall network . Ego Network of Wild Bot Ego Network of Wild Human

network metrics to Real-World
networks with the parameters of 60%
Preferential Attachment, 30%
Community Leader, 10% Random gyt b
interactions ooy ks T [

Total Degree 10E-9+52€-8 5.0E-6 £ 3.4E-5 S.0E-7 £ 3.4E-5
Cenmll;y”

HIDELES
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Design & generate realistic social simulations

] Generated networks are close in
network metrics to Real-World
networks with the parameters of:

- 609% Preferential Attachment,
- 30% Community Leader,

1 10% Random interactions

(b) Generated Networks (vary Preferential Attachment criteria)

100%PA ., . %ty .,

70% PA, 30% community leader 60% PA, 30% community leader,
it Y,

10% random. ", .-

| Density 2.5E-4

2.2E-4

3064

| Total Degree  |9.0E-5 4 7.26-4

| Centrality

7.0E-5 £ 5.5€-4

1.5€-4 £ 4.8E-4

(c) Real-World Networks (from the COVID-19 pandemic discourse

Overall network :

Ego Network of Wild Bot

(red: Wild Bots, grey: Wild Humans)
Ego Network of Wild Human

Density 1.06-6 7.0E-4 17.0e4
Total Degree 1.0E-9+5.26-8 S.0E-6 £ 3.4E-5 5.0E-7 £ 3.4E-5
Cenmllgy” I

(N0AA0
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Design & generate realistic social simulations

1 Generated texts are close to Real texts if the
LLMs are prompted with specific examples

Wild Bots/|Naive + General|+ Examples + Specific
Humans Guidelines Numbers
Reading Difficulty
“use complex| “Example  tweet:| “make the Flesch-
conversational A bittersweet | Kinacd  reading
sentences” moment of ending|difficulty of the
FAuraSight” |sentence  between
0.10 and 0.12"
0.12/ 0.10 0.05%" 0.09* 0.10* 0.10*
Abusive Terms
“use abusive| “Example tweet:) “have an average

terms to  help
readers under-

All Ethalian fans
are  better

of 0.09-0.13 words

offlin a sentence be

stand how they|dead” abusive terms”
look like online”
0.13/ 0.09 0.001%# 0.07%# 0.10* 0.14%

92
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Conclusions

-l The study of social media bots is not only about identifying authentic vs
inauthentic accounts through machine learning algorithms,

but also about understanding their role in our digital communication systems,
the different types of inauthentic accounts,

and harnessing their capabilities to improve the health of our social media
ecosystem

AIDLLE
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Conclusions

-l The study of social media bots is not only about identifying authentic vs
inauthentic accounts through machine learning algorithms,

but also about understanding their role in our digital communication systems,
the different types of inauthentic accounts,

and harnessing their capabilities to improve the health of our social media
ecosystem

Behavior-based framework of Cyber Social Agents accounts for the evolving
concept and technological advancements of automation, and is based on the
atomic mechanics of social media platforms (i.e. user, content, interaction,

algorithms) -
AILLL
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Conclusions

J This thesis extends the concept of “social media bot” beyond a task-
automation framing towards a conceptualization of active participants or
narrative shaping and agenda setting within digital publics.

—l Cyber Social Agents are not merely passive tools pre-programmed but are
agents whose behavior, content and interactions co-evolve with humans,
other CSAs and social media platform architectures

1 Our insights advance the field of study from detection to defense, and from
descriptive measurement to proactive stewardship of the online ecosystem

- —
HIDEL
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Contributions / Theoretical

1.
2.
3.
4,
5.
6.
7.
8.
9

Bot detection models are more effective with metadata features as compared to content-
only classifiers

Bots consistently constitute about 20% of the online actors on X

Bots are a heterogeneous class of Cyber Social Agents

Bots and humans use comparable levels of moral and emotional language

Legacy bot technologies (i.e. heuristic-based) persist alongside new technologies (i.e.
generative Al)

Bots are more likely than humans to send messages that invoke these cognitive biases in
the reader.

Bots actively exploit social media platform algorithms and affordances

Bots exhibit stronger coordination than humans, and typically coordinate with humans.
Bots are deployed strategically, not randomly

. Bots are strategically positioned in a network for impact & rapid broadcast.
. Bot influence emerges from collective dynamics rather than isolated actors.
. Bots can induce measurable & observable changes in human stances (esp when 8,9, Ll-ar€im..

fulfilled) éﬂ 18R
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Contributions / Theoretical

Social Media Bots are not a homogeneous adversary, but are a heterogeneous mix of
personas which act as Cyber Social Agents to shape perceptions and collective behavior at
scale, with the potential to harm and benefit humanity.

> =
HIDERNS
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Contributions / Theoretical

Social Media Bots are not a homogeneous adversary,

1.  Bot detection models are more effective with metadata features as compared to content-only
classifiers
Bots consistently constitute about 20% of the online actors on X

12 A
ADLLE
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Contributions / Theoretical

but are a heterogeneous mix of

personas which act as Cyber Social Agents

Bots are a heterogeneous class of Cyber Social Agents
Legacy bot technologies persist alongside new technologies

12: A
AILL
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Contributions / Theoretical

shape perceptions

Bots are more likely than humans to send messages that invoke these cognitive biases in the reader.

2

3

4.

5.  Bots and humans use comparable levels of moral and emotional language
6

7. Bots actively exploit social media platform algorithms and affordances

8

12 A
5 0800
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Contributions / Theoretical

scale,

1.

2.

3.

4.

5.

6.

7.

8.  Bots exhibit stronger coordination than humans, and typically coordinate with humans.
9. Botsare deployed strategically, not randomly

10. Bots are strategically positioned in a network for impact & rapid broadcast.
11. Bot influence emerges from collective dynamics rather than isolated actors.
12.

13.

collective behavior at

10
1

e

HIDELES
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Contributions / Theoretical

Social Media Bots are not a homogeneous adversary, but are a heterogeneous mix of
personas which act as Cyber Social Agents to shape perceptions and collective behavior at
scale, with the potential to harm and benefit humanity.

1 1 A
12. Bots can induce measurable & observable changes in human stances e
13. Bots can be reliably simulated with LLM-Augmented Agent-Based Models ;I] |]] h E
10 =

IS
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Contributions / Methodological

-l Bot Detection: 4 bot detection models, 1 thresholding method

-l Cyber Social Agents: 1 set of heuristics to detect different agents, large-
scale empirical differences of use of linguistic cues / moral values/
identities/ topics/ motivations & agencies

-l Coordination: 5 measures of coordination, Combined Synchronization
Index, types of network topology

- Social Simulation: methodology for simulating social networks,
comparison of networks

g -

oahiang
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Contributions / Academic

- 15 Conference Papers
] 16 Journal Papers
4 Best Paper Awards

1 5 News Features

Chapter

CSA Concepts

Papers Associated

Status

i

Bot Detection

What is a Bot?

BotBuster:Multi-platform bot detection using a mixture of experts
(AAATICWSM, 2023) [205]

Stabalizing a supervised bot detection algorithm: How much data
is needed for consistent predictions? (Online Social Networks and
Media, 2022, Best Paper Award) [218]

An exploratory analysis of COVID bot vs human disinformation
dissemination stemming from the Disinformation Dozen on Tele-
gram (Joumal of Computational Social Science, 2023) [221]
Tiny-BotBuster: Identifying automated political coordination in
digital campaigns (SBP-BRiMS, 2024) [220]

Assembling a multi-platform ensemble social bot detector with
applications to the US 2020 elections (Soctal Network Analysis
and Mining, 2024 ) [210]

Published

Review  of  bot
definitions

A Global Companson of Social Media Bot and human character-
istics (Scientific Reports) [212]

Published

From Bots to
Cyber Social
Agents

Bot Personas

AuraSight: Generating Realistic Social Media Data (CMU Tech-
nical Report, 2025) [225]

Cyborgs for strategic communications on social media (Big Data
& Socicty, 2024) [222)

Deflating the Chinese balloon: types of Twitter bots in US-China
balloon incident [207]

Published

Good and Bad of
Bots

The Dual Personas of Social Media Bots (Book Chapter, 2025)

To appcar

Nature of Cyber
Social Agents

Narrative expres-
sions

Bot-Based emotion behavior differences in images during Kash-
mir Black Day cvent (SBP-BRIMS, 2020) [202]

Active, Aggressive, but to little avail: characterizing bot activ-
ity during the 2020 Singaporcan elections (SBP-BRIMS, 2020)
1293}

Deflating the Chinese balloon: types of Twitter bots in US-China
balloon incident (EPJ Data Science, 2023, featured in New Scien-
ust) [207)

Published

Bots exploit cognitive bias triggers to shape misinformation en-
gagement

Under Review

Motivations &
Agencies

Appeal & Scope of Misinformation spread by Al Agents and Hu-
mans (AMCIS, 2025) [227)

Analyzing social cyber mancuvers for spreading covid-19 pro-
and anti-vaccine information (Book chapter, 2022)

Published

Social  Political
Representation

Social Cyber Geographical Worldwide Inventory of Bots

In preparation

1 o




Contributions / Academic

-l Bot Book coming in 2026
1 Published by Cambridge Publishing Press

- Remember to pre-order!

-l Follow @littlebabypenguin on Instagram for
updates!

Bots, Bias and Influence
The Hidden Architects of Social Media

Lynnette Hui Xian Ng
Kathleen M. Carley




Future Directions

) From a computational perspective,

) Advance the modeling of Cyber Social Agents: capture content and
behavior, and contextual information and intent

- Study whether future CSAs will be more persuasive than today: with
advances in generative Al

) Widen the scope of computational analysis to study new uses of CSAs on
different digital platforms and organizations

ahiang
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Future Directions

- From a sociological perspective,

) Examine how the ubiquity of Cyber Social Agents reshape social
influence and persuasion in digital societies : humans may encounter
them as routine participants of online life

-1 Examine power shifts when CSAs shape agenda: how people interpret
influence when originating from non-human agents

-l Governance frameworks evolve alongside sociotechnical changes:
instead of “bot vs humans”, have a nuanced understanding of automation
behavior, intent and impact

g -
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CYBER SOCIAL AGENTS

social media bots are not a homogeneous adversary, but a heterogeneous mix of personas,
which act as Cyber Social Agents to shape perceptions and collective behavior at scale.

Engagement
Generati_on@

) Generation
Bot Book Influence

Inf ti
nformation :
Correction @?

Lynnette Hui Xian Ng } Bridging

Kathleen M. Carley

©) littlebabypenguin
lynnetteng@cmu.edu [

LYNNETTE HUI XIAN NG [s] #heiry

Bots, Bias and Influence
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CYBER SOCIAL AGENTS

social media bots are not a homogeneous adversary, but a heterogeneous mix of personas,
which act as Cyber Social Agents to shape perceptions and collective behavior at scale.
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