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Information Manipulation 
Persuasion
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Social media for information manipulation
Reach global audiences
Micro-target
Construct multimodal messages
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Automated Entities

Create posts at specified periods of time

Target posts to specific audience

Act on posts by heuristics

Social Media 
Bots
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Social Media 
Bots

BotBuster Detection Algorithm

Mixture of Experts algorithm aggregating 
prediction probabilities per data pillar

“BotBuster: Multi-platform Bot 
Detection using Mixture of Experts” 
AAAI ICWSM
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Quick Primer 
on Networks
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Quick Primer 
on Networks

Node

Users

Node Colour = 
Type of User
Bot/Human

Links = 
Connection 

between Nodes
Communication

Node Size = 
Centrality of User
Influence, Access, 
Control of Flows
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Intersecting 
Disciplines

Natural Language Processing

Computer Vision

Statistics Social Psychology

Cognitive Science

Behavioural Economics
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Information Manipulation 
Persuasion

WHO, WHAT, WHEN, WHERE, WHY, HOW
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Information 
Manipulation

Why do we 
care?
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Information 
Manipulation

Why do we 
care?
“Exploring Cognitive Bias Triggers in 
Disinformation Tweets: A Bot and 
Human Perspective” 

Create Engagement
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Information 
Manipulation

Why do we 
care?
“Exploring Cognitive Bias Triggers in 
Disinformation Tweets: A Bot and 
Human Perspective” 

Create Engagement

Manipulating engagement changes 
visibility of posts
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Information 
Manipulation

Why do we 
care?
“Pro or Anti, A Social Influence 
Model of Online Stance Flipping” 
IEEE Transactions of Network 
Science and Engineering

Changing people stances

Green = Pro-Vaccine Users / Red = Anti-Vaccine Users
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Information 
Manipulation

Why do we 
care?
“Pro or Anti, A Social Influence 
Model of Online Stance Flipping” 
IEEE Transactions of Network 
Science and Engineering Green = Pro-Vaccine Users / Red = Anti-Vaccine Users

If you apply enough social pressure, 
people change their stances

Changing people stances
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Information 
Manipulation

Why do we 
care?
“From curious hashtags to polarized 
effect: profiling coordinated actions 
in Indonesian twitter discourse” 
Social Network Analysis and Mining Blue = Humans/ Red = Bots

Polarizing Societies
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Information 
Manipulation

Why do we 
care?
“From curious hashtags to polarized 
effect: profiling coordinated actions 
in Indonesian twitter discourse” 
Social Network Analysis and Mining Blue = Humans/ Red = Bots

Polarizing Societies

If you apply enough social pressure, you can 
segregate people into clusters (i.e., polarization, 

echo-chambers)
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identify 
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Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Analyzing Digital Propaganda and the 
Conflict Rhetoric: A Study on Russian Bot 
Driven Campaigns and Counter 
Narratives During the Ukraine Crisis” 

BEND Framework
Information maneuvers comprised of narrative & community maneuvers
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2022 Russian Ukraine Campaign
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Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Analyzing Digital Propaganda and the 
Conflict Rhetoric: A Study on Russian Bot 
Driven Campaigns and Counter 
Narratives During the Ukraine Crisis” 

Pro-Ukraine 
users 

consistently 
perform more 

positive 
techniques

2022 Russian Ukraine Campaign
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Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Analyzing Digital Propaganda and the 
Conflict Rhetoric: A Study on Russian Bot 
Driven Campaigns and Counter 
Narratives During the Ukraine Crisis” 

Pro-Ukraine 
users 

consistently 
perform more 

positive 
techniques

Pro-Russian 
users 

consistently 
perform more 

negative 
techniques

2022 Russian Ukraine Campaign
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Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Tiny-BotBuster: Identifying Automated 
Political Coordination in Digital 
Campaigns” 

Automated Coordination

Green = Humans/ Red = Bots

Identifying groups of bots that coordinate
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Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Tiny-BotBuster: Identifying Automated 
Political Coordination in Digital 
Campaigns” 

2024 Indonesian Election Campaigns

Green = Humans/ Red = Bots

Three Largest Political Parties have clusters of online 
information campaigns using bots



29

Information 
Manipulation

How do we 
identify 
information 
campaigns?
“Tiny-BotBuster: Identifying Automated 
Political Coordination in Digital 
Campaigns” 

2024 Indonesian Election Campaigns

Green = Humans/ Red = Bots

Largest party (PDI-P) used the most % of bots
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Information 
Manipulation

WHO is 
manipulating 
information?
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Information 
Manipulation

WHO is 
manipulating 
information?
“An Exploratory Analysis of COVID bot 
and human disinformation dissemination 
from the Disinformation Dozen on 
Telegram” Journal of Computational 
Social Science

COVID disinformation on Telegram

Green = Humans/ Red = Bots
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Information 
Manipulation

WHO is 
manipulating 
information?
“An Exploratory Analysis of COVID bot 
and human disinformation dissemination 
from the Disinformation Dozen on 
Telegram” Journal of Computational 
Social Science

COVID disinformation on Telegram

Green = Humans/ Red = Bots

Bots keep conversation alive (replies)
Humans create and spread narratives (forwards)
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Information 
Manipulation

WHO is 
manipulating 
information?
“Active, Aggressive but to No Avail: 
Characterizing Bot Activity during the 
2020 Singaporean Elections” 
Computational and Mathematical 
Organization Theory

2020 Singapore Elections

Green = Humans/ Red = Bots

Bots are embedded in conversation
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Information 
Manipulation

WHAT
narratives are 
being spread?
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Information 
Manipulation

WHAT
narratives are 
being spread?
“Deflating the Chinese Balloon: Types of 
Twitter Bots in the US-China balloon 
incident” EPJ Data Science

2023 US-China Balloon Incident
Bots exaggerate narratives spread by humans
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Information 
Manipulation

WHAT
narratives are 
being spread?
“Active, Aggressive but to No Avail: 
Characterizing Bot Activity during the 
2020 Singaporean Elections” 
Computational and Mathematical 
Organization Theory

2020 Singapore Elections
Bots Call for Action
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Information 
Manipulation

WHEN are 
narratives 
spread?
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Information 
Manipulation

WHEN are 
narratives 
spread?

2022 Russia Invasion of Ukraine
Spikes in tweet volume during key points of the invasion

In between key points, the bots maintain activity at lower rate

“Analyzing Digital Propaganda and the 
Conflict Rhetoric: A Study on Russian Bot 
Driven Campaigns and Counter 
Narratives During the Ukraine Crisis” 
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Information 
Manipulation

WHEN are 
narratives 
spread?

2021 Indonesian Discourse

“From curious hashtags to polarized 
effect: profiling coordinated actions 
in Indonesian twitter discourse” 
Social Network Analysis and Mining

Spikes in tweet volumes by bot accounts on the days 
of key announcements
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Information 
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Information 
Manipulation

WHERE are 
narratives 
targeting?

COVID data 2020-2021
Bots are present all around the globe
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Information 
Manipulation

WHERE are 
narratives 
targeting?

2022 Nancy Pelosi Visit to China

2023 US-China Balloon Incident

2021 Indonesian Alcohol Beverages/ 
Palestine-Israel discourse

2020 US Elections 2020 Brexit

2023 Russia-Ukraine Conflict
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Information 
Manipulation

WHERE are 
narratives 
targeting?

2022 Nancy Pelosi Visit to China

2023 US-China Balloon Incident

2021 Indonesian Alcohol Beverages/ 
Palestine-Israel discourse

2020 US Elections 2020 Brexit

2023 Russia-Ukraine Conflict

Topics that can divide society
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Information 
Manipulation

Summary of 
Bot Activity

WHY

WHERE

WHO

WHAT

WHEN

HOW BEND Framework,

Automated Coordination

Changing people’s stances, 

Polarizing Societies, Stance Convergence

Bots keep conversation alive

Humans create and spread narratives

Bots exaggerate human-created narratives

Call for Action

Key Events

All around the globe

Topics that can divide society
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Information 
Manipulation

Simulation as a 
predictive tool

WHO
Bots/ Humans 

Create Posts

Perform Information 
Manipulation

Analyze Impact

WHAT
Narratives

HOW
BEND Framework

Automated Coordination

WHY
Change engagement

Create polarization

WHEN
Time Series Analysis

WHERE
Virtual Experiments
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Information 
Manipulation

Simulation as a 
predictive tool

WHO
Bots/ Humans 

Create Posts

Perform Information 
Manipulation

Analyze Impact

WHAT
Narratives

HOW
BEND Framework

Automated Coordination

WHY
Change engagement

Create polarization

WHEN
Time Series Analysis

WHERE
Virtual Experiments

Profiling Information 
Campaigns

What is the impact of 
a campaign with a 
set of input 
parameters?
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Information 
Manipulation

Simulation as a 
predictive tool

WHO
Bots/ Humans 

Create Posts

Perform Information 
Manipulation

Analyze Impact

WHAT
Narratives

HOW
BEND Framework

Automated Coordination

WHY
Change engagement

Create polarization

WHEN
Time Series Analysis

WHERE
Virtual Experiments

Constructing 
Information 
Campaigns

What narratives, and 
how should I 
propagate them to 
achieve a desired 
impact? Who is more 
effective?
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Combatting
Information 
Manipulation

Multi-Pronged Approach

Government, Industry, Academia



Information Manipulation by Social Media 
Bots through a Network Analysis View

Lynnette Hui Xian Ng
Website: quarbby.github.io
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