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Sentiment Analysis

J“a view or attitude towards a situation or event”

JFake News Detection as a Sentiment Analysis Problem:

If a news piece has an standard deviation of user sentiment scores greater than a
threshold, then the news is weakly labeled as fake news.

Userl: "mutiny over his bounty! g
G Publisher . | o ever gone and forgotten!
Agree | |America's worst mistake in e 1
sttt
BREAKING: CREW OF AIR FORCE ONE eamres - —
—— s
REFUSES TO FLY OBAMA 6000 MILES s -

—1— Discuss the word “false™? Negative Neutral Positive

User3: "Even with Odumbo, I don't think
they would dare."
0% 0%

Negative Neutral Positive

‘JUST TO PLAY GOLF’
: v User2: "These tweets look true 50%
N to those who don't click through.
S " y Maybe add a questlon mark? Or
. 1

- Dlsagrec\”ser“ 'Satire. Fake news. Please just don't. ’m‘

v.l._

Negative Neutral Positive

Twee User Opinion Sentiment Distributions l# 1 Sﬂ A

Limeng Cui and Suhang Wang Dongwon Lee. Same: Sentiment-aware t
multi-modal embedding for detecting fake news. 2019. H
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Sentiment Analysis

JNetmapper Example on COVID vaccine data

1. Import Tweets

2. Select Fields

i NetMapper 1.0.0.49 - o X

File Help
Advanced Settings Delete Lists Thesauri

Domain Thesaurus Add Remove
Domain Delete List Add Remove

[[] Concepts Of Interest case sensitive
Concepts Of Interest List Add Remove
Input Files Add Raw Text File Remove Fie Import Tweets Import CSV Input Files: 0

File Name Akan Amharic Arabic Armenian Assamese Awadhi Azerbaijani Balochi

<Back

Next >

6/11/21

i Map JSON Files

Profile: |Custom Profile

v

Select a file: [ ... ents\2021_IDeaS_affectivemining\data\covid_ideas.json | Browse
JSON Field . Field Type
contributors Select... v
coordinates Select... v
created_at Date v
display_text_range Select... v
entities.hashtags([].indices Select... v
entities.hashtags[]. text Select... v
entities.media[].additional_media_info.mo... | Select... v
entities.media[] . description Select... v
entities.media[].display_url Select... v
entities.media[].expanded_url Select... v
entities.media[].id Select... v
entities.media[].id_str Select... v
entities.media[].indices Select... v
entities.media[].media_url Select... v
entities.media[].media_url_https Select... v
entities.media[].sizes.large.h Select... v
entities.media[].sizes.large.resize Select... v
entities.media[].sizes.large.w Select... v
entities.media[].sizes.medium.h Select... v
entities.media[].sizes.medium.resize Select... v
ok LoadProfle | | Save Profile Clear Al | | Cancel

created_at: Date

id_str: Tweet ID

user.id_str: Author
extended_tweet.full_text: Text
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Sentiment Analysis

JNetmapper Example on COVID vaccine data

3. Next

i NetMapper 1.0

File Help

in NetMapper 1.0.0.49 - o
File Help

Files Advanced Settings Delete Lists

Domain Thesaurus [ Add

Thesauri
Remove

Domain Delete List [ Add |

Remove l

[] Concepts Of Interest case sensitive

Concepts Of Interest List [ Add

‘ Remove

Input Files Add Raw Text File

Remove File Import Tweets Import CSV Input Files: 1

(C:\sers\ynne'

\2021_IDeaS_affecti

\data\covid_ideas.json

File Name

mvid_ideas.j...| O ‘ | ‘ O

Akan Amharic Arabic Armenian Assamese Awadhi Azerbaijani Balochi Belarusian Bengali Bhojpuri Brazili

o Y o o o o o o I A

Network Type

A meta-network is a network in which the concepts have been dassified into types

(e.g., agent, organization, location ...).In this case you can easily choose just a type of node,

e.g., to just look at the agents and their connection to each other. A link indicates that the two concepts occurred
within a certain distance of each other.

Meta Network
A semantic network is a network in which each node is a concept.
The links in this network represent whether the two concepts occurred within a certain distance of each other in the test.
Semantic Network
List of filtered concepts found in each text (filtered in advanced settings such as COI or Domain only
Concept List
Sentiment scores by index
Indexed Sentiment
List of concepts, frequency and sentiment type information for each concept
NetMapper TSV
Statistics about each text
CUES

Search Window Type
Sentence

Search Window Width

Window Width = Entire Document

Sentiment Window Width

3. Select Folder and Run

i NetMapper 1.0.0.49 - a
File Help
Enter a directory in which to save the output:
‘c:vﬁ rs\ynn \2021_IDeas_affect g \NetMapp
Files Output Files Root
C:\Users\ynne' 2021_IDeaS_affect 0... |covid_ideas. Json

<Back I Next >

<Back

6/11/21
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Sentiment Analysis It

JNetmapper Example on COVID vaccine data

5. Sentiment is in .cues.tsv 6. Can be imported as attribute in ORA

Z2 Import Data into ORA X
Step 1: Select an attributes file:
ThisPC > Documents > 2021_IDeaS_affectivemining > NetMapper v 0 O S & e o o | [Ferower | [ g |
~ ‘Step 2: Select how to identify the node(s) to get attribute values from a ine of the file:
Name Date modified Type Size @ Match Node ID vith fle column | witter_id v
2 g T . (O Match node attribute  DATE ~ with the value from file column | twitter_id
- A R er_linetsv 5/17/2021 8:36 AM TSV File 5KB O Mo are i the same order s the fle
0 covid_ideas json.cues.tsv 5/17/2021 8:36 AM TSV File 2KB )
-+ Step 3: Select the columns of the file to import as attribute values:
| | covid_ideas,json.emoticon.tsv 5/17/2021 8:36 AM TSV File 1 KB Q
] covid_ideas,json.hashtag.tsv 5/17/2021 8:36 AM TSV File 1 KB ave 2 19postive 2 20mnegatve B Dl adpamn
4 | ] covid_ideas json.indexed_sentiment.tsy 5/17/2021 8:36 AM TSV File 3KB e i ey T N st e L 0= 8 2o e
. s 5 e E v lerCategory | | Type: |Numi ot s || Type: |Number v | | Type: [Number Category | | Type: [Number Category
-+ I | covid_ideas.json.phone_number.tsv 5/17/2021 8:36 AM TSV File 0KB low mutiple values? [] Alow mutiple values? (] Alow mtple valves? Alow mutiple values? Alow mutiple values?
[j covid_ideas,json.rnmf.tsv 5/17/2021 8:36 AM TSV File 5KB . >
u covid_ideas json.twitter_handle.tsv 5/17/2021 8:36 AM TSV File 1KB selectAl | | SelectNone SetType v |
U covid_ideas.json.url.tsv 5/17/2021 8:36 AM TSV File 1KB
[:] covid_ideas.json.zip_code.tsv 5/17/2021 8:36 AM TSV File 0KB [ Create nodes for new names
] file_map.csv 5/17/2021 8:36 AM Microsoft Excel C... 0KB LRl ook D ez o
When importing attribute values: | Overwrite values  +
Cancel <Back Next > Finish
R | S | T | U | \2 | A
connectiv positive negative 1st persor 2nd perso 3rd E
1 5
1
1 9 3 1
6 4
4 1
2 4 5
5 3 1
1
2
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Stance Analysis

JAn “expression of speaker’s standpoint and judgement towards a
given proposition” (Biber and Finegan, 1988)

JA “mental or emotional position adopted with respect to a proposition,
a person, an idea etc” (The Free Dictionary)

JTypically, a user’s stance is characterized as: Pro, Con, Neutral

Cenk Uygur &

@cenkuygur

There is a shooting in a Santa Clarita high school with

-
at least five injured, two critically. You know why? Guns. -
NRA. Mitch McConnell. That son of a bitch has taken o —
$1.2 million in bribes from the NRA to make sure we - -

-

have no gun control at all. And it's our kids who get

shot.
12:54 PM - Nov 14, 2019 . Twitter Web App
6.4K Retweets 23.2K Likes A
| CASOS
Tweet Target/Topic Stance (Pro/Con) 6. I]] ﬂ n
6/11/21 / é

Carnegie Mellon University



Linguistic Methods

JFact checking as a stance analysis problem

Fake News Challenge: detect the relatedness of a news article’s body to a

headline based on the stance a former takes regarding the latter, annotated
by AGREE/ DISAGREE/ DISCUSSES

JFEVER: claim-evidence pairs annotated by SUPPORTED/ REFUTED/ NOT
ENOUGH INFO; helps fact-checkers understand the decision models made in
assessment of claim veracity

g 11000
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Linguistic Methods

JKey datasets in Stance Analysis for Disinformation

U Note: Non-Comprehensive

Dataset | Source(s) Target Context Evidence #Instances Task
English Datasets

Rumour Has It [Qazvinian et al,, 2011] v Topic Tweet 3 10K Rumours
PHEME |Zubiaga ct al.. 2016al L Claim Tweet 1= 7.5K Rumours
Emergent |Ferreira and Vlachos, 2016] {15 Headline Article* 2.6K Rumours
FNC-1 [Pomerleau and Rao, 2017] Headline Article B 75K Fake news
RumourEval 17 [Derczynski et al., 2017] L Implicit* Tweet =] 7.1K Rumours
FEVER [Thome et al., 2018] W Claim Facts 185K Fact-checking
Snopes [Hanselowski et al., 2019] Snopes  Claim Snippets 19.5K Fact-checking
RumourEval "19 [Gorrell et al,, 2019] vO® Implicit Post (= 8.5K Rumours
COVIDLies |Hossain et al., 2020] L Claim Tweet @ 6.8K Misconceptions
TabFact [Chen et al., 2020] W Statement  WikiTable i 118K Fact-checking

Non-English Datasets
Arabic |Baly et al., 2018) JCE] Claim Document )] 3K Fact-checking
DAST (Danish) [Lillie et al., 2019] (] Submission Comment (=7 3K Rumour
Croatian [Boinjak and Karan, 2019] Title Comment @ 09K Claim verifiability
Arabic [Khouja, 2020] {H] Claim Title 38K Claim verification

Table 1: Key charactenstics of the stance detection datasets for mis- and disinformation detection. #/nstances denotes dataset size as a whole;
the numbers are in thousands (K) and are rounded to the hundreds. “the article’s body is summarised. ‘the stance is expressed towards a
topic, which is not present in the data. Sources: W Twitter, B8 News, Wikipedia, @ Reddit. Evidence: [2) Single, 8 Multiple, @ Thread.

Hardalov, M., Arora, A., Nakov, P., & Augenstein, . (2021). A survey on stance detection for mis-and disinformation @ O 2 I S
identification. arXiv preprint arXiv:2103.00242. https://arxiv.org/pdf/2103.00242 pdf \JJ_LI_.

6/11/21 9
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Linguistic Methods

JGeneral methods and features used for Stance Analysis

U Note: Non-Comprehensive

Authors Approach Features Subtask
[Taulé et al. Majority class, LDR (baselines) Term weights Spanish &
2017] Catalan
[Lai et al. 2017]  SVM, logistic regression, Stylistic (word and character Spanish &
decision tree, random forest, ngrams, POS tags, lemmas), Catalan
multinominal naive Bayes, structural (hashtags/mentions,
ensemble learner combining hashtag frequencies, uppercase
these classifiers, majority voting  words, punctuation marks,
numbers of words and characters),
contextual (language, URL) features
[Garcia and SVM and ANN TF-IDF vectors of unigram and Spanish &
Flor 2017) hashtag features Catalan
[Vinayakumar RNN, LSTM, GRU, and logistic Word embeddings Spanish &
et al. 2017] regression Catalan
[Gonzalez etal.  SVM, LSTM, CNN, multilayer Character and word ngrams, word Spanish
2017) perceptron embeddings vectors, character
one-hot vectors, and a sentiment
lexicon feature
[Barbieri 2017] FastText Word embeddings considering Spanish &
subword information Catalan
[Swami et al. SVM Character (1-3) and word (1-5) Spanish &
2017] ngrams, and stance indicative Catalan
words
[Wojatzki and SVM, LSTM, and a decision tree  Word (1-3) ngrams, character (2-4) Spanish &
Zesch 2017) based hybrid system ngrams, and word embeddings Catalan
[Ambrosini and  LSTM, bidirectional LSTM, CNN  Word embeddings Spanish &
Nicolo 2017] Catalan

Dilek Kiigiik and Fazli Can. 2020. Stance Detection: A Survey. ACM Comput. Surv. 53, 1, Article 12 (February 2020), 37
pages. https://doi.org/10.1145/3369026

6/11/21




Network Methods - Stance Propagation

New Label

Label Propagation
to Unlabeled Nodes

Label iﬂlxmg
Y
C<

0

@‘ Add new 'Confident’ h:ode Labels

9, % '

e;?
\“

|
|
§ | Text Classifiers’ |
2 Predictions of Unlabeled Nodes I
g -------------------------------
; Updates for the Next Iteration
Kumar, S. (2020). Social media analytics for stance mining a multi-modal approach with weak c l s O
supervision (Doctoral dissertation, Carnegie Mellon University).

.
=
=
=
==
==

0
(D)
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Network Methods - Stance Pro

JORA Example on COVID vaccine data

1. Import Data

Z% Import Data into ORA

‘What would you like to do?
Q twi|

5&\ Design a meta-network
[+ Import Excel or text delimited files
= Import JSON or Social Media data

&R Blogtrackers data

&}\ YouTube data

&R Reddit data

E}\ Facebook CrowdTangle data
[#)-Import from another analysis tool
[#-Import XML network data
[-Import other data formats
Import Email
= XK Import from a database

Description

Import one or more twitter files and create one new dynamic meta-network per file.

Cancel <Back || Next> Finish

pagation i

6/11/21

Z8 Import Data into ORA

Select the twitter data format:

[Twitter JSON

Select one or more data files:
C:\Users\lynne\Documents\2021_IDeaS_affectivemining\data\covid_ideas.json

[[] Create a separate dynamic meta-network per file

General Options  Derived Networks Custom Attributes  Import Error List

G | options:

[] Create only nodes

[] Create URL nodes as domain name

[] Anonymize tweeter names
Filter

[ 1gnore tweets before: | 2021 | [May 2| [ 1712] at [00:00:00 |2

[ignore tweets after: | 2021 3 | [May | [17:2] at [00:00:00 %]

Import Location nodes and networks

v

< Back

Next > I

Finish

2 1000
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JORA Example on COVID vaccine data

2. Generate Reports

232~ Meta-Network: Twitter JSON covid_ideas & x

Select Stance Detection

Meta-Network Name | Twitter JSON covid_ideas
Meta-Network Time Click to create...

Filename

General statistics:

Source count: 0
Nodeset count: 4
Node count: 254
Network count: 16
Total density: 0.005317
Link statistics:
All links: 631
. Min: 1, Max: 4, Mean: 1.060222, Stddev: 0.274978, Sum: 669
Alllink values:

Mean + Stddev: 1.335199

Non selfHoops: 628

. Min: 1, Max: 4, Mean: 1.06051, Stddev: 0.275602, Sum: 666
Non selfloop values: e .n ' Stadev: 1.336111

SelfHoops: 3
Selfdoop values: Binary

C statistics:

Isolates: 0

Dyads: 0

Triads: 5

Larger: 31

Larger sizes: Min: 4, Max: 75, Mean: 7.709677, Stddev: 12.381551

6/11/21

£3 Generate Reports - Stance Detection

Filter Data
Measures
Negative Links
Transform Data
Remove Nodes

escrip! nput Requiremen orma '

[Stance Detection v Categories v

Using an author's concepts and words used in documents and interaction determines
from user-provided seed concept stances the stance of users across the dataset.

Meta-Networks: select one or more to analyze in the report.

Select Agent x Hashtag

%8 Generate Reports - Stance Detection X

Detect stance values for nodes using an Agent nodeset, Agent x Concept networks, and initial (seed) stance values.
Using (optional) Agent x Document authorship and Document x Word networks can improve results.

Select the Agent nodeset:
Agent v

Agent Concept Usage  Agent Interaction Document Networks

Select one or more Agent x Concept usage networks. Concept is a general term and means anything associated
with the agent which can be used to identify the agent's stance. Nodes from these nodesets will be assigned an
initial seed pro/con stance on the next panel.

£32- Twitter JSON covid_ideas

< Back Next > Cancel

Agent x Hashtag I Select All
LA i

Clear Al
[] Agent x url

<Back Next > Cancel
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Network Methods - Stance Propagation it

JORA Example on COVID vaccine data

3. Assign Stance Values

Run!

33 Generate Reports - Stance Detection

Search for concepts and assign stances:

4

Nodeset Node 1D Agent Usage Count Stance
Hashtag ICOVID 19vacore 87| NEUTRAL -
Hashtag CovdVacore 464| NEUTRAL v
Hashing ICOVID19 1581 NEUTRAL v
Hashing Vacone 1060 | NEUTRAL v
Hashiag VacOnenjuries 25| NEUTRAL ~
Hashiag Ugys 15| NEUTRAL v
Hashiag Ugys 14| NEUTRAL ~
Hachtag Vacones4Al 10| NEBUTRAL -
Hachtag jolder aduits 2| NBUTRAL v
Hachiag aregivers 2| NEUTRAL v
Hashiag Sppor tOurServors 1| NEUTRAL v
2 v
v

— e e
rashiag BoNTech 12| NEUTRAL v
rashiag TrumplsPathetic 1| NEUTRAL v
Hashtag KCovid_19 45| NEUTRAL v
Hashtag Koronavinus 296 | NEUTRAL v
Hashtag iskynens 15| NEUTRAL v
Mashtag jcowd 175 NEUTRAL v
Mashtag KCOVIDIOTS 17| NEUTRAL -
Load Save Set Al Neutral
< Back Next > Cancel
6/11/21

88 Generate Reports - Stance Detection

Fove Optons |

Preferences

Reports can present ther results in dfferent formats. Each format produces one or more
fles that are saved to a specified location. When multiple fles are created, each flename
wil be & extension of the one you give.

Sefect the report formats to create:
[C] Text
FHm
[Jcsv
(] 350
(] PowerPaint Al shdes v
[ poe

Enter a drectory in which o save the report:

C1'\ser s Yynne \Documents \witec tminng 'data \OR AR epor ts
Enter & flename wihout exterson:
Stance Detection
Run report once per meta netweork Save to separate fles
< Back Frrish Cancel

Carnegie Mellon University



Network Methods - Stance Propagation i

JORA Example on COVID vaccine data

4. View Stance Detection Report 5. Agents & Tweets are annotated
with stance & confidence

Hashtag Pro Stance

The pro-stance Hashtag nodes ranked by the confidence of the stance calculation.

If the node of interest has a higher than normal value (greater than 1 standard deviation(s) above the mean) the row is ¢

standard deviation of the mean. Finally, the row is colored blue if the node has a lower than normal valve (less than one st — S
Show |10 v entries 0 1
Rank “  Hashtag Confidence 0 1
1 ACIP 1 0 1
kit ’ 0 1
2 COVID—19 1
- - — 0 1
3 CovidVaccines 1 0 1
4 FaceMasks 1 0 1
5 GICB 1 0 1
6 GlobalTeamCoronaBusters 1 0 1
7 HealthyAtHome 1 0 1
8 [GotMyFluShot 1
n 1

: i i CASOS —=t
i 2 11

6/11/21 15
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Combining Linguistic & Network Methods il

JPredicting stance flipping on Twitter using a Social Influence Model

(ie provax > antivax)

Previous stances Agent stance Neighbor stances
(analyzed with Linguistic (analyzed with ORA)

Cues from NetMapper)

eASOS _A
@ O ,
6/11/21 i ulf ! m ﬂ ﬂ
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Predicting Stance Flips with a Social Influence Model i

JPredicting stance flipping using a Social Influence Model

(ie provax > antivax)

Agent stance value Y{agent} = yCX.B,
Stance Strength Connection Variables Coefficients

(Conviction of agent)  (Proportion of neighbors (linguistic & network ) (eg weights)
that support agent’s stance)

Neighbor stance value Y{neighbor} =yCX.B. +R

Reciprocity
(Two way interaction —
eASOS

between agents) o % I l]] ﬂ h I
6/11/21 m
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Predicting Stance Flips with a Social Influence Model i

JPredicting stance flipping using a Social Influence Model

(ie provax > antivax)

Yiagenty = YCX.B, Yineighvory = YCX.B, + R
n n m
1 1
Influence onanagent [ = a[E Y{lst deg neighbors} T Z Z BY{an deg neighbors}]» a = ;; B = E
1=0 I =0 j=0
Influence from 15t degree neighbors  Influence from 2°¢ degree neighbors
(1 hop away) (2 hops away)

“sos g -

HILLI
6/11/21
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Predicting Stance Flips with a Social Influence Model it

6/11/21

© O O

(analyzed with Linguistic

Previous stances Agent stance Neighbor stances

Cues from NetMapper)

(analyzed with ORA)

Model # Model Accuracy
Baseline Decision Tree 0.53
Base - network Base social influence model without network variables 047
Base - linguistic | Base social influence model without linguistic variables | 0.55
Base Model 1 Base social inflluence model 0.50
Model 2 Model 1 + 2nd deg neighbor information 0.59
Model 3 Model 2 + stance strength 0.72
Model 1 Model 3 + connection 0.73
Model 5 Model 1 + reciprocity .86

Table 2: Results of Social Influence Models. The base social influence model is
agent stance with 1st degree neighbor information.

Carnegie Mellon University



JModel accurately predicts 86% of the stance flips

JPositive examples:

Green: provax
Red: antivax

Circle: Agent in focus
Stance of agent depicted before flip

CAS0S ——e

i P

6/11/21
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Affect

J“emotion or attitude a speaker brings to an utterance” (Besiner, 1990)

Putchnik Ekman Osgood

exciting Joy

-
Activity 1

— — = Zpowerful
/ Potency
unexciting
powerless
unpleasant €————>
P Evaluation Picasant

I#lSlls .-

HILLI
6/11/21

Carnegle Me]lon University




Affect Control Theory

JIndividuals maintain affective meanings (measured by EPA) through
their actions and interpretations of events

IDeflections: distances in the EPA space, which can lead to actions
JActions: a social behavior
JEmotions: events generate emotions for individuals

JIdentity: who a person is (eg child, teacher)

s, -
611721 oA kL

Carnegie Mellon University
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Textual Affect Analysis AT

JIdentifying dominant frames in climate change discourse

JEPA projections of frames
JWhich frames are more dominant in climate change discourse ?

JWhat are the EPA projections of different frames

JHow does EPA projections of frames used in Climate Change news articles change with
time

1Does frames with higher emotions lead to more reshare?

0
(1) o
6/11/21 - ulﬂ' @ m ﬂ ﬂ
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Textual Affect Analysis

6/11/21

Security and Defense

Quality of Life

Public Sentiment

Political

Policy Prescription and Evaluation
Morality

Legality, Constitutionality, Jurisdiction
Health and Safety

Fairness and Equality

External Regulation and Reputation
Economic

Cultural Identity

Crime and Punishment

Capacity and Resources

e ——

I —
P HE EP HA
pe—

e ——
P

[ —
e

P ——
e
S

P —
L

0 0.2 0.4 0.6 0.8 1

EPA dimension value

1.2

St T
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Image Affect Analysis I

JdImage affect classifier based off Flickr images

JApplied to recent social-cybersecurity event

1. Flickr Images 2. VGG Image Vector + CNN classifier 3. Annotate images in event
(Putchnik emotional responses)

rﬁ’ashmir continues to
suffer...

BE THE
VOICE OF
KASHMIR

HATHMIR:

6/11/21 ﬂﬁn l]] ﬂ n E
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For More Information

- Lynnette Ng & lynnetteng@cmu.edu

 Director Kathleen M. Carley - kathleen.carley@cs.cmu.edu

J IDeaS website - https://www.cmu.edu/ideas-social-cybersecurity/

J CASOS website - http://www.casos.cs.cmu.edu/

 Social Cybersecurity Working Group - http://social-cybersecurity.org
J Facebook: @IDeasCMU
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